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EAST Search History (Prior Art) 



|Ref # jhiits jSearch Query jDBs 


Default 
Operator 


Plurals |Time Stamp 


jLl"" 1 3 !Paypai"as7and [0& PGpUbT" 
1 | i@pd> "20091 101" lUSPAT; EPO; 
! I ! jJPO 


or H 


ON |20T6705/25 
113:02 


!S2 |12 i"Wilf, SaarVin. and "Shaked, jU&PGPUB; 
! I jShvaf.in. lllSPAT; EPO; 
1 I I JPO; 
1 | i ^DERWENT; 
| | i jlBMTDB 


OR 


ON 


2009/1 1/03 
17:58 


|S4 — " [444?" j(@ad< ^20040T09 r o7~ ID&PGPUB; 
! j@rlad< "200401 09") and jllSPAT; EPO; 
I I |709/227.ccls. |jPO; 
I | j ^DERWENT; 
ij | | |lBM_JDB 


OR**™ "1 


ON 


2009/11/03 
18:04 


|S7 |254 l(@ad< "200401 09" or [u&PGPUi; 
1 I !@rlad< "200401 09") and jUSPAT; EPO; 
| ;|"709"/$4.ccls. and (detect$4 |JP0; 
i| ijor determin$4) near2 (relay |DERWENT; 
ij | ijor relayed) |lBM_TDB 


OR 


ON 


2009/1 1/03 
18:05 


IS8 f232 :|(@ad< "200401 09" or [u&PGPUB; 
ij !@rlad<"20040109") and jUSPAT; EPO; 
ij ij"7097$4.ccls. and (detect$4 JPO; 
il ij iior determin$4) near2 relay sDERWENT; 
| ij ! jlBM TDB 


OR 


ON 


2009/11/03 
18:08 


IS9 i|l9 j(@ad< "200401 09" or jU&PGPUB; 
ij |@rlad< "200401 09") and |USPAT; EPO; 
i| i"709"/$4.ccls. and ((detect jJPO; 
| ij |$4 or determin$4) near2 jDERWENT; 
| j |relay).ab. |lBM_TDB 


OR 


ON 


2009/11/03 
18:08 


j §i 6 [44 j ( @ad< " 26646 i 09" or | US- PGPUB; 
| |@rlad< "200401 09") and |USPAT; EPO; 
| | j"709"/$4.ccls. and ((detect |jPO; 
| | |$4 or determin$4) near5 |DERWENT; 
| | |relay).ab. jlBMTDB 


OR 


ON 


2009/11/03 
18:10 


IS14 |36 i(@ad< "200401 09" or jjj&PGPUB; 

| | j@rlad< "200401 09") and jllSPAT; EPO; 

| | j((detect$4 or determin$4 or |JP0; 

j | jdiscover$4) near5 (use or |DERWENT; 

j | jusing or utilization or utiliz$4 |IBM_TDB 

| | jor exploit$4 or routed) ij 

i \ jnearlO (relay adj device)) ij 


OR 


ON 


2009/11/03 
18:13 



: 
: 
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S16 


3 


j(@ad< "200401 09" or 
|@rlad< "200401 09") and 
|"709"/$4.ccls. and ((detect 
j$4 or determin$4 or discover 
j$4) near5 (relay adj device)), 
jab. 


iUS-PGPUB; jOR 
USPAT; EPO; | 
JPO; 

DERWENT; j| 
IBM TDB 


|ON 

j 
! 


j2009/ 11/03 
18:14 


S19 


|56 


j(@ad< "200401 09" or 
j@rlad< "200401 09") and 
|"7097$4.ccls. and ((detect 
j$4 or determin$4 or discover 
|$4) near5 (use or using or 
jutilization or utiliz$4 or 
jexploit$4 or routed) near10 
j((relay adj device) or ((relay 
jor SOCKS or HTTP or open) 
jadj proxy) or relay)) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
1 BM_TDB 


OR 


ON 


|2669/ii/03 
18:21 

I 
| 


S20 


|4 


j(@ad< "200401 09" or 
j@rlad< "200401 09") and 
|"709"/$4.ccls. and ((detect 
j$4 or determin$4 or discover 
j$4) near5 (use or using or 
jutilization or utiliz$4 or 
jexploit$4 or rout$4) near10 
[((relay adj device) or (open 
jadj proxy))) 


U&PGPUB; j 
USPAT; EPO; 
iJPO; 

DERWENT; 
IBM TDB 


OR 


ON 


12009/1 1/03 
18:22 


S25 


44 


j(@ad< "200401 09" or 
|@rlad< "200401 09") and 
|("709"/$4.ccls. or "726"/$4. 
jccls.) and ((open adj proxy) 
jor ((traffic or device) adj 
jrelay)) near5 (use or using 
jor rout$4 or sending or send 
jor through) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 

1 BM_TDB 


OR 


ON 


12009/1 1/03 
18:45 




fi 


j(@ad7"20676l09' r or 
j@rlad< "200401 09") and 
|("709"/$4.ccls. or "726"/$4. 
jccls.) and ((detect$4 or 
jdetermin$4 or discover$4) 
jnear5 (use or using or 
jutilization or utiliz$4 or 
jexploit$4 or rout$4) near10 
j((relay adj device) or (open 
jadj proxy))) 


u&pGpu§r""™ 

USPAT; EPO; 
JPO; 

DERWENT; 
1 BM_TDB 




ON 


12009/ 11/03 
18:46 


S27 [302 j(@ad< "266461 09" or 

| |@rlad< "200401 09") and 
| j(disallow$4 or prohibit$4 or 
| |("not" adj allow$4) or reject 
| |$4 or block$4) near8 ((open 
\ jadj proxy) or ((relay or 
| jrelayed) adj (traffic or 
| jdevice))) 


|ij^PGf^B7~~~~^ 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 

'■■ 


ON 


12669/11/63 
18:49 
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(@ad< "200401 00" or 
@rlad< "200401 09") and 
("709"/$4.ccls. or "726"/$4. 
eels.) and (disallow$4 or 
prohibit$4 or ("not" adj allow 
$4) or reject$4 or block$4) 
near8 ((open adj proxy) or 
((relay or relayed) adj 
(traffic or device))) 


U&PGRJB; 
USPAT; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


or"" 


on"" 


[2o6?7iT7b"3""" 

18:49 


S30 


\38 


(@ad< "200401 09" or 
@rlad< 20040109 ) and 
"726"/$5.ccls. and ((open 
adj proxy) or (relay adj 
device)) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
1 BMTDB 


OR 


|ON 


|2669/ii/03 
18:54 


S32 


[584 


(@ad< "200401 09" or 
@rlad< "200401 09") and 
("709"/$4.ccls. or "726'7$4. 
eels.) and (disallow$4 or 
prohibit$4 or ("not" adj allow 
$4) or reject$4 or block$4 or 
detect$4 or determin$4 or 
drop$4) near8 (((open or 
SOCKS) adj (proxy or prox 
$4)) or ((relay or relayed or 
prox$5) near2 (traffic or 
device or order or packet))) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
1 BM_TDB 


OR 


ON 


12009/1 1/04 
10:48 


S34 


|l4 


S32 and (originat$4 or 
"from" or "sent by") near4 
(common or "same" or 
identical or match$4 or 
single or different or 
multiple) near3 (device or 
computer or location or 
address or host or 
requestor) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBMJTJB 


OR 


ON 




10:50 


S35 


|l8 


S32 and (originat$4 or 
"from" or "sent by" or (relat 
$4 adj to)) near6 (common 
or "same" or identical or 
match$4 or single or 
different or multiple) near3 
(device or computer or 
source or location or 
address or host or 
requestor) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 


OR 


ON 


12009/11/04 
11:01 



: 
: 
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S38 


|3254 

\ 




[(@ad< "200401 09" or 
|@rlad< "200401 09") and 
|(disallow$4 or prohibit$4 or 
[("not" adj allow$4) or reject 
|$4 or block$4 or detect$4 or 
[determin$4 or drop$4) 
|near8 (((open or SOCKS) adj 
[(proxy or proxied or 
jproxies)) or ((relay or 
[relayed or proxy or proxied 
lor proxies) near2 (traffic or 
[device or order or packet))) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


|ON 


[2009/11/04 
11:21 


_™ 


|33 




iS38 and (originat$4 or 
["from" or "sent by" or (relat 
j$4 adj to)) near6 (common 
jor "same" or identical or 
[match$4 or single or 
[different or multiple) near3 
[(device or computer or 
[source or location or 
[address or host or 
[requestor) 


Ius^pgpubT" 
uspat; epo; 

IJPO; 

DERWENT; 
IBMJDB 


OR 


[ON \ 


|2oWlT/04~""""" 
11:21 


S46 


14 




[(@ad< "200501 09" or 
!@rlad< "200501 09") and 
[((((open or traffic or data or 
[packet or order or SOCKS) 
jadj (proxy or proxies)) or 
[(relay adj device) or 
[(relayed adj (traffic or data 
|or packet or order))) near5 
|(detect$4 or discover$4 or 
|uncover$4 or determin$4)) 
land ((prevent$4 or lower$4 
[or avoid$4) near5 (spam or 
[((online or internet or www 
[or web) near2 (scame or 
jfradulent or fraud)))) 


U&PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBMJDB 

! 


OR 


[ON 


[2009/11/04 
|11:36 


S47 


|681 




[(@ad< "200501 09" or 
i@rlad< "200501 09") and 
[((((open or traffic or data or 
[packet or order or SOCKS) 
[adj (proxy or proxies)) or 
[(relay adj device) or 
[(relayed adj (traffic or data 
[or packet or order))) near5 
[(detect$4 or discover$4 or 
[uncover$4 or determin$4)) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
I BM_TDB 


OR 


iON 


[2669/11/04 
11:36 


S48 


|158 


[S47 and (different or (("not" 
jor "aren't" or "didn't") near5 
[("same" or common or 
[single))) near5 (origin or 
[sender or source or device) 


US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 


!OR 


[ON 


|2oWlT/04™ 
11:47 
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IS51 



§8271 



j(@ad< "200401 09" or 
|@rlad< "200401 09") and 
|(detect$4 or discover$4 or 
|prohibit$4 or disallow$4 or 
jallow$4 or drop$4 or reject 
j$4 or determin$5) near5 
((potential or device or traffic 
lor data or using or use or 
(routed or routing) near5 
((relay or "relay device" or 
[proxy or "SOCKS proxy" or 
("HTTP proxy" or NAT or 
|" network address 
[translation") 



US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 



OR 



ON |2009/11/04 
|12:07 



IS55 



IS56 



\43 



iS57 



i(@ad< "200401 09" or 
(@rlad< "200401 09") and 
j(detect$4 or discover$4 or 
|prohibit$4 or disallow$4 or 
iallow$4 or drop$4 or reject 
|$4 or determin$5) near5 
((potential or device or traffic 
(or data or using or use or 
[routed or routing) near5 
j(relay or "relay device" or 
iproxy or "SOCKS proxy" or 
("HTTP proxy" or NAT or 
|" network address 
(translation") same ((compar 
($4 near5 (origin or 
^originating or source or 
ioriginate)) or ((TTL or (time 
(adj to adj live)) adj value) or 
i"x-forwarded-for") 

iPaypai.as. 



US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 



Paypal.as. and (prox$4 or 
relay$4) 



IS59 \50 i(unlikely or (("isn't" or "not") 
adj (likely or probabl$4 or 
feasibl$4)) or unprobab$4 or 
unfeasibl$4) with (relat$4 or 
originat$4 or tied or "from" 
or "sent by") with (single or 
common or "same" or 
"one") with (device or user 
or computer) 



US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 



US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 



US-PGPUB; 
USPAT; EPO; 
JPO; 

DERWENT; 
IBM TDB 



|OR 



ION |2009/11/04 
112:10 





12009/11/04 
12:14 





|2009/11/04 
12:15 



!OR 



|2009/11/04 
112:18 
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|S60"" 


... 


|(@ad< "200401 09" or 
l@rlad< "200401 09") and 
lcompar$4 near5 TTL adj 
lvalue 


^j&pgpub7~ 

i USPAT; EPO; 
IJPO; 

DERWENT; 
IBM TDB 


OR ' 


ion"" 


|23olm7o4™ 

12:23 


IS66 




|(@ad< "200401 09" or 
|@rlad< "200401 09") and 
l(HTTP adj (proxy or relay or 
Igateway)) with I CMP 


IUS-PGPUB; 
! USPAT; EPO; 
iJPO; 

^DERWENT; 
llBM TDB 


OR 


ION 


[2009/11/04 
14:30 

! 


|§69 


h 


I(ited7"2^^ 
|@rlad< "200501 09") and 
payer near8 ((("aren't" or 
("don't" or "not" or fail$4) 
Inear5 (agree$4 or match$4 
lor coincid$5)) or mismatch 
|$4 or disagre$5) same (spoof 
|$4 or unauthroiz$4 or 
Iproxied or relayed) 


O&FGPUB; 
iUSPAT; EPO; 
iJPO; 

! DERWENT; 
IBM TDB 


OR 


Ion j 


|23olm/o4"" 

14:45 


|S70 


|l4 


l(@ad< "200401 09" or 
|@rlad< "200401 09") and 
i((http or ftp or icmp) with 
i(TCPor IP) with (mismatch 
!$4 or ("not" near3 match 

N)) 


IUS-PGPUB; 
| USPAT; EPO; 
IJPO; 

^DERWENT; 
1 BM_TDB 


|OR 


ION 


!2009/ 11/04 
14:56 


|S71 


[82 


l(@ad< "200401 09" or 
!@rlad< "200401 09") and 
l((http or ftp or icmp) with 
!(TCPor IP) with (mismatch 
|$4 or ("not" near3 match$4) 
lor consisten$5 or ((multiple 
lor many or single) near3 
l(source or origin or send 
|S4)))) 


IUS-PGPUB- 
USPAT; EPO; 

|JPO; 

I DERWENT; 
IBMJDB 


OR 


ION 


12009/11/04 
15:05 


|S72 


|37 |(@ad< "200401 09" or 
| |@rlad< "200401 09") and 
| j((HTTP adj layer) with (TCP 
jadj layer)) 


jUS-PGPUB; 
! USPAT; EPO; 
IJPO; 

1 DERWENT; 
|IBM_TDB 


jOR 


|ON 


|2009/11/04 
M 5:08 


|S73 


|37 


|(@ad< "200401 09" or 
|@rlad< "200401 09") and 
Isource near2 address near8 
lmismatch$4 


IUS-PGPUB; 
| USPAT; EPO; 
IJPO; 

! DERWENT; 
IBM TDB 


OR 


|ON 


|2009/11/04 
15:14 


[S79~~"' 


[2™ 


|(^d7"ib^bTo^ r oT" 

i@rlad< "200501 09") and 
i"5708654".pn. 


O^PGpUbT" 
! USPAT; EPO; 
iJPO; 

! DERWENT; 
llBM TDB 






|2obi7Ti7o4""' 

15:27 



: 
: 
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|S82 |2 


j(@ad< "200501 09" or 
|@rlad< "200501 09") and x- 
jmailer same proxy 


jUS-PGPUB; 
USPAT; EPO; 
iJPO; 

DERWENT; 
IBM TDB 


|OR 


ON 


12009/11/04 
16:42 


IS84 


|215 

I 


j(@ad< "200501 09" or 
|@rlad< "200501 09") and ((x- 
jmailer date or received) 
|near2 (header)) with (proxy 
lor relay$2 or spoof) 


jUS-PGPUB; 
! USPAT; EPO; 
iJPO; 

! DERWENT; 
llBM TDB 


iOR 


ON 


[2009/ T 1/04 
16:44 


S86 




j(@ad< "200501 09" or 
|@rlad< "200501 09") and ((x- 
jmailer or user-agent or 
|((date or received) near3 
|"822")) near2 header) with 
j(proxy or relay$2 or spoof) 


IUS-PGPUB; 
! USPAT; EPO; 
iJPO; 

i DERWENT; 
IBM_TDB 

i 


OR 


ON 


2009/11/04 
16:46 


S87 


HIT" 


pWrTSaar^ 
|Shvat".in. 


[U&PGPUB; 
I USPAT; EPO; 
IJPO; 

! DERWENT; 
|lBM_TDB 


|OR 


ON 


|2009/11/04 
16:48 


S91 


|36 


!(@ad< "200401 09" or 
|@rlad< "200401 09") and 
|detect$4 near5 (proxy or 
i SOCKS relay or NAT or tap 
[or "network tap") with (ping 
[or "response time") 


jUS-PGPUB; 
I USPAT; EPO; 
iJPO; 

DERWENT; 
I BM_TDB 


|OR 


ON 


12009/11/04 
17:22 


S95~ 


___ 


|(@ad^004oTo <FoT" 
!@rlad< "200401 09") and 
iround adj trip near5 time 
|near2 (gap or chang$4) 


USPAT; EPO; 
IJPO; 

I DERWENT; 
I IBM TDB 


OR | 


on : 


2009/1T76T"' 
17:53 


JsToi 


|T™ 


|^d<~"2b^4oToFor 
|@rlad< "200401 09") and 
i((round adj trip) or HI I ) 
inear5 time near2 (gap or 
|chang$4 or variable or flux 
i$5) with (maliciou$4 or 
jattack or ddos or proxy or 
hat or relay) 


lU&PGPUB; 
! USPAT; EPO; 
|JPO; 

! DERWENT; 
IBM TDB 


OR 


ON 


12009/11/04 
17:55 


S102 


|l 


!(@ad< "200401 09" or 
|@rlad< "200401 09") and 
|(detect$4 or determin$4 or 
jalarm) with ((denial adj "of" 
| adj service) or ddos or 
jattack) with (rtt or (round 
jadj trip adj time)) 


IUS-PGPUB; 
iUSPAT; EPO; 
|JPO; 

! DERWENT; 
IBM TDB 


OR 


iON 


12669/11/04 
18:00 


IS103 


1 1 6 


i(@ad< "200401 09" or 
|@rlad< "200401 09") and 
j((rtt adj gap) or round adj 
It rip near2 gap) 


iUS-PGPUB; 
USPAT; EPO; 
iJPO; 

I DERWENT; 
llBM TDB 


OR 


ON 


[2009/1 V/04 
18:01 
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S107 


|82 


j(@ad< "200401 09" or 
|@rlad< "200401 09") and 
j(round adj trip adj time) 
|near3 (high or spik$4) 


^US-PGPUB; 
iUSPAT; EPO; 
IJPO; 

IDERWENT; 
IBMJDB 


|OR 


|ON 


^2009/11/04 
18:05 


S118 


[98 


j(@ad< "200401 09" or 
i@rlad< "200401 09") and 
|"7097$5.ccls. and (detect$4 
|near5 spoof$3) 


^U&PGPUB; 
iUSPAT; EPO; 
UPO; 

^DERWENT; 
^IBM TDB 


jOR 


jON 


[2009/ T 1/04 
19:03 


sTTgT 




j(@ad< "200401 09" or 
i@rlad< "200401 09") and 
j"709"/$5.ccls. and (detect$4 
|near5 spoof $3). ab. 


IU&PGPUB; 
iUSPAT; EPO; 
UPO; 

^DERWENT; 
IBMJDB 


[or 


|ON 


2009/11/04 

|19:03 

i 


S122 


[9 


j"NPX Technologies". as. 


iU&PGPUB; 
iUSPAT; EPO; 
IJPO; 

^DERWENT; 
^IBM TDB 


iOR 


|on 


12009/11/05 
14:20 




|o 


Fwiif7SaarJn7^ 
jShvaf'.in. and 
|@pd> "20091 101" 


[u&PGPUBr 
^USPAT; EPO; 
IJPO; 

^DERWENT; 
| IBM TDB 


jOR 


Ion 1 


|2010/05/24 
16:09 


S125 


[41 


i(@ad< "200401 09" or 
!@rlad< "200401 09") and 
|"726"/$5.ccls. and ((open 
jadj proxy) or (relay adj 
jdevice)) 


^U&PGPUB; 
iUSPAT; EPO; 
UPO; 

IDERWENT; 
| IBM TDB 


(OR 


|ON 


12010/05/24 
16:10 


§126™" 


|240"" 


K@ad< "200401 09""or 
!@rlad< "200401 09") and 
|709/227.ccls. and 
|@pd> "20091 101" 


Iust^ubT 
iuspat; epo; 

IJPO; 

IDERWENT; 
|lBM_TDB 


OR 


|ON 


12010/05/24 
16:10 


— 


[46 


j((DNS near2 (request or 
iquery or message)) near5 
|trigger$4) 


luST^UB; 
IUSPAT; EPO; 
UPO; 

jDERWENT; 
!lBM_TDB 


fOR 


ON 


12010/05/24 
16:11 


S129 


|6 i((DNS near2 (request or 

jquery or message)) near5 
| |trigger$4) same (relay or 
^ | proxy or spoof $4) 


jUS-PGPUB; 
iUSPAT; EPO; 
UPO; 

IDERWENT; 
jlBMTDB 


|OR 


ON 


[2016/65/24 
16:11 


S137 


|3 


j(detect$4 near5 (relay or 
jproxy or nat)) same monitor 
j$4 near5 dns 


iUS-PGPUB; 
IUSPAT; EPO; 
UPO; 

IDERWENT; 
^IBM TDB 


iOR 


|ON 


[2016/65/24 
16:19 
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IS143 [§ 


((detect$4 or discover$4) 
near5 (relayed or relay or 
relaying)) and (trigger$4 or 
instigat$4) with (dns or 
"domain name") 
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